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13.1 Introduction

The preceding parts of this book have mainly dealt with tesbty, aimed at improving
the practical techniques which are applied by testers tameéthe quality of soft- and
hardware systems. Only if these academic results carffiméeatly and successfully
transferred back to practice, they were worth tiferé

In this chapter we will present a selection of model-based tigols which are
(partly) based on the theory discussed so far. After a géimdraduction of every single
tool we will hint at some papers which try to find a fair comgan of some of them.

Any selection of tools must be incomplete and might be bidsethe background
of the authors. We tried to select tools which represent adspectrum of dierent
approaches. Also, to provide some insight into recent dgveénts, new tools such
as AsmL and AGEDIS have been added. Therefore, the tofiks @i lot with respect
to theoretical foundation, age, and availability. Due tenooercial restrictions, only
limited information was available on the theoretical badisome of the tools. For the
same reason, it was not always possible to obtain handspmtierce.

Relation to Theory

The preceding chapters of this book discuss theory for mbdséd testing. One could
raise the question: what does all thieorybring us, when we want to make (or use)
model-based testingpols? A possible answer could be that theory allows us to put
different tools into perspective and to reason about them.

The formal framework described elsewhere in this book inrtreduction to Part II
allows to reason about all model-based testing approaehes those that are not aware
of it. An example is given in Section 13.3.1, where the edetecting power of a num-
ber of model-based testing tools is compared by lookingeatitbory on which the tools
are based.

The formal framework also allows to reason about correstnast only of the im-
plementation that is to be tested, but also of the testingtseif, as we will see below.
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The key concept of the formal framework is timplementation relatiorfor con-
formance relatioh It is the most abstract concept of the framework, sinceag ho
“physical” counterpart in model-based testing, unlike a@gpts likespecificationstest
suitesor verdicts The implementation relation relates the result of testaetien (so,
whether execution of tests generated from the model faitgzhssed) to conformance
(or non-conformance) between the model and the SUT. Thesdea following. Sup-
pose a user has a model, and also an idea of which (kind ofemmaitations the user
will accept as valid implementations of the model — an im@atation that according
to the user is a valid one is said tonform tothe model. The user will then derive
(generate) tests on the basis of (from) the model. The idewatsf the SUTconforms
to the model, then the execution of all tests that are geneaai¢lde basis of the model
must be successful. Hegonforms tois formalized by the implementation relation.
Therefore, any tool defines an implementation relationjieitly or implicitly. If the
implementation relation is defined implicitly, it may stilé possible to make it explicit
by analyzing the test derivation algorithm implementedhia tool, or maybe even by
experimenting.

The implementation relation is embodied by the test daawaglgorithm. This is
reflected in the theoretical framework by the concemindnesswhich says that the
generated test cases should never cause a fail verdict weented with respect to
a correct (conforming) implementation. A related concegiimpletenesgr exhaus-
tivenesywhich says that for each possible SUT that does not confortine model, it
is possible to generate a test case that causes a fail vestakiet executed with respect
to that SUT.

If one knows that a tool implements a test derivation alganithat issound an-
alyzing unexpected test execution results may be easieaube one knows that the
tool will never generate test cases that cause a fail vettaittwas not deserved. The
unexpected result may be caused by an error in the SUT (thikas one hopes for),
but it may also be caused by an error in the model, or by an @rthe glue code
connecting the test tool to the SUT. However, (as long asesiederivation algorithm
was implemented correctly)dan notbe caused by the test derivation tool. Without this
knowledge, the error can be anywhere.

Also completenessf the test derivation algorithm has important practicgblica-
tions. In practice one is only able to execute a limited nunaféests, so one may be
unlucky and no distinguishing test case is generated. Hemvévone does know that
the test derivation algorithm is complete, one at least lthat it does not have any
“blind spots” thata priori make it impossible for it to find particular errors. So, if one
has a SUT that is known to be incorrect (non-conforming), ameltries hard and long
enough, one should eventually generate a test case thascatea! verdict for the SUT.
In contrast, if one applies a test derivation algorithm fdiiechh one knows that it is not
complete, one also knows that there are erroneous implatem that one can never
distinguish from correct ones, and it makes nffieience whether or not one tries long
or hard, because the inherent blind spots in the test dienivatgorithm simply make it
impossible to generate a test case that causes a fail verdict
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13.2 Tool Overview

Tool SectionLanguages CAR|Method
Lutess 13.2.1 |Lustre A

Lurette 113.2.2 |Lustre A

GATeL 13.2.3 |Lustre A | CLP
Autofocus 13.2.4 |Autofocus A | CLP
Conformance Kit13.2.5 |EFSM R | FSM
Phact 13.2.6 |EFSM R | FSM
TVEDA 113.2.7 |SDL, Estelle R FSM
AsmL 113.2.8 |[AsmL R | FSM?
Cooper 13.2.9 LTS (Basic LOTOS) A | LTS
TGV 13.2.10LTS-API (LOTOS, SDL, UML) A LTS
TorX 13.2.11LTS (LOTOS, Promela, FSP)| A LTS
STG 13.2.12NTIF A LTS
AGEDIS 13.2.13UML/AML ? LTS
TestComposer |13.2.14SDL C

Autolink 13.2.13SDL C

Table 13.1.Test Tools

Table[13.1 lists the tools that will be presented in more ileelow. From left
to right, the columns contain the name of a tool, the sectiowhich it is discussed,
the input languages or APIs, its origin or availability (wher it was developed by an
Academic institute, by a non-universResearch institute, or whether it@@mmercially
available), and the test derivation method used in the femi.some tools we left the
Methodentry open because the method implemented in the téerdd too much from
those discussed in the theoretical chapters.

From top to bottom the table shows the tools in the order irctviare will present
them. Unfortunately, there is no simple single criteriorotder them. Therefore, we
ordered them by input language and test derivation methad sttt with tools for
models based on time-synchronous languages. Next, wesdisoals for (extended)
finite state machine models. Finally, we discuss tools basddbeled transition system
models. For each of those categories, we try to follow the fibdevelopment, so we
go from the earlier tools, based on more simple theory, tdetee ones, based on more
advanced theory.

For most of these tools, the theory on which they are basedlheady been dis-
cussed in the previous chapters, and we will just refer teat.the other tools, we will
try to give a brief overview of the relevant theory when wecdsss the tool.

13.2.1 Lutess

Introduction

Lutess[dBORZ99] is a testing environment for synchronous reacsiystems which is
based on the synchronous dataflow language Lustre [HCRP91].
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It builds its test harness automatically from three elememtest sequence genera-
tor, the SUT, and an oracle. Lutess does not link these elisnm@n a single executable
but is only connecting them and coordinating their executio
The test sequence generator is derived from an environnasnotigtion and test specifi-
cation. The environment description is given in terms ofreckyonous observer, i.e., as
synchronous program which observes the ifgutput stream of the SUT. The environ-
ment description determines whether a test sequence istiealrt. the environment,
and the oracle determines whether the sequence is correct.or
The SUT and the oracle might be given as binaries, Lutesdegalhandle them com-
pletely as black-boxes. Optionally, they can be suppliedussre programs, which are
automatically compiled to be integrated into the test hssne

The test sequence generator is derived by Lutess from theament description
written in Lustre and from a set of constraints which desctifie set of interesting
test sequences. Lustre has been slightly expanded sucthés&t constraints can be
expressed in Lustre, too. Lutess allows one to state opesdtprofiles/[Mus93], prop-
erties to be tested, and behavioral patterns.

All three components of a test harness must not have any ncahi@puts or outputs
— this might be the most serious restriction of Lutess: Itrilyavorking with Boolean
variables.

The test sequences are generated on the fly while the SUTdatexke First the test
sequence generator provides an initial input vector folsti@. Then the SUT and test
sequence generator compute in an alternating manner awgpiatrs and input vectors
respectively. The oracle is fed with both, the input and thigpot stream, and computes
the verdict. If the SUT is deterministic, i.e., a sequencmpiit vectors is determining
the corresponding sequence of output vectors, then the leterest sequence can be
reproduced based on the initial random seed given to theggsience generator.

Lutess is aimed at two goals — first it supports a monoformakgproach, i.e., the
software specification, the test specification and the rogtself can be stated in the
same programming language. Second, the same technologlyl Support verification

and testing techniques [dBORZ99].

Lustre

Lustre is a high-level programming language for reactive systét@RP91, CPHP87]
which combines two main concepts, hamely it is a dataflonnteie as well as a time-
synchronous language.

Lustre is based on the synchrony hypothesis, i.e., a Lustigrgm is written with
the assumption that every reaction of the program to anmedtevent is executed in-
stantaneously. In other words, it is assumed that the emviemt does not change its
state during the computation of a reaction. This allows geaf an idealized notion of
time where each internal event of a program takes place abwarkpoint in time with
respect to the history of external events.

To make this concept usable in practice, Lustre is designet that each Lus-
tre program can be compiled into a finite 10-automaton whah estate transition is
compiled into a linear piece of code. A transition of thisamaton corresponds to an
elementary reaction of the program. Thus, it is possiblev® gn accurate upper bound
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on the maximum reaction time of the program for a given mazhiimis structuring of
compiled synchronous programs was introduced in the coofake Esterel language
[BC85]. Taken together, this approach allowsteckthe synchrony hypothesis.

Many reactive systems are easily and naturally modeledringt@f dataflow, i.e.,
these systems are composed of flows of data which are recechaind transformed by
a set of operators. In fact each variable in Lustre represedataflow. So for example,
in Lustre the statement = Y + Z means that each element of the flaivequals the
sum of the corresponding elements of the flowsand Z, i.e., if Y = y1,1,... and
7 =2,2,... thenX =1y, 2p,... with 2; = y; + 2;.

Advantages of the dataflow approach are that it is functiamal parallel. Func-
tional programs are open to automated analysis and tranafimm because of the lack
of side-dfects. Parallel components are naturally expressed iné.bistindependent
dataflows. Synchronization is implicitly described by dd&pendencies between the
different dataflows.

The following piece of code implements a counter as a soctaltedel A node
recombines a set of dataflows into a new one. In this ea%einit is used as initial-
ization of the new flow which is then incrementediml _incr in each cycle.

node COUNTER(val_init, val_incr : int; reset : bool)
returns (n : int);
let
n = val_init -> if reset then val_init else pre(n)+val_incr;
tel;

This example shows the two more fundamental time operafdresnrg. The first op-
erator-> is the followed-by operator. K andB have the respective sequence of values
ag, az, ... andbg, b1,... thenA -> B declares the sequenas, b1, by, . ... Therefore,

in the example, the flow af starts with the first value ofal_init.

The second time operator in the examplpis. Given a flowA with the valuesy, a3, . . .,
pre(A) is the flow with the valuesil, ag, a1, .. .. So in the code above, we find that if
reset is true, them is set to the current value eh1_init. Otherwisen is set to the
previous value ofi plus the incremental _incr. Two simple applications of this node
are the following two sequences.

even=COUNTER(®, 2, false);
mod5=COUNTER(®, 1,pre(mod5)=4);

The first sequence generates the even numbers, and the sgctexdthrough the num-
bers between 0 and 4. Note that theset input is indeed fed with another flow.

! This example has been taken fram [HCRP91].

2 Lustre also ers two other operators, nametyien andcurrent. These operators allow the
manipulation of the clock of a dataflow. Each dataflow in Lustre has arcia$sd clock which
determines when a new value is added to the corresponding flow. Fopéxa flow with the
clock true, false, true, ... would be expanded by a new value every second cycle. The
when operator allows to declare a sequence which runs with a slower clock, thbiderrent
operator allows to interpolate a flow with a slow clock such that it becomessaitde for
recombination with faster flows.
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To approximate the position of an accelerating vehicle, a® use the following two
flows

speed=COUNTER(®,acceleration, false);
position=COUNTER(O, speed, false);

Note thatspeed used as input in the second statement is a flow which is chgroyier
time.

Testing Method

The construction of the test sequence generation is foyrdakcribed in [dBORZ99].
Basically, a test sequence generator built by Lutess isdbasean environment de-
scription given in Lustre and a set of further (probabitistionstraints to guide the test
sequence generation. The environment description compuB@olean value which in-
dicates whether the test sequence is relevant or not. Theeigisence generator inverts
this predicate, i.e., it computes the set of inputs for th@ SIhich satisfy the environ-
ment description. In every step, the oracle is provided thi¢hlast inpybutput pair of
the SUT to compute a pass or fail verdict for the sequencedest far.

Random Testing The behavior of the environment is restricted by a set of traims
which must be satisfied unconditionally by the whole tesusege. For example, an
environment description for a telephone-system will allaviest sequences such as
on;, dial;, off;, on;, dial;, off; ..., whereon; is the event of picking up the phone
dial; is the event of dialing a number, and/; is the event of hanging up. A sequence
starting withon;, on;, ... would not be allowed by the environment description, since
it is physically impossible to pick up the same phone twice.

Random testing is the most basic mode of operation, wheressujenerates test
sequences which respect the environment constraints basadniform distribution.

Operational Profile-Based Testing Although random test sequences are possible in-
teractions between the SUT and the environment, the artesigsequences lack re-
alism, i.e., most sequences which occur in the target emviemt are not generated
since they unlikely happen at random. To obtain more réaliest sequences, Lutess
allows to add operational profiles to the environment dpsiorn. An operational pro-
file CP(e) = {(p1, c1),- - -, (pn, cn)) @ssociates conditional probabilities (c;) with an
input e. If the conditionc; evaluates to true, then the inpubf the SUT will be set to
true with probabilityp; in the next step. Therefore, operational profiles do not oule
unexpected cases, but they are emphasizing more commoenssgLof events.

Property-Guided Testing Next, Lutess provides property guided testing. In this case
Lutess will try to generate test sequences which test sgfetperties. For example,

if the propertye = b should hold, then Lutess will set to true if such a setting

is consistent with the basic environment constraints. Hewe_utess is only able to
provide this feature for expressions that do not involvenefices into the past. For
examplepre(a) = b cannot be used for property guided testing, sineda) is refers

to the value of the expressianin the last step.
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Pattern-Based TestingFinally, Lutess provides pattern-based testing. A patiain=
[true] condglintery) condy . . . [inter,]cond,, is a sequence of condition®ndy, ...,
cond, with associated interval conditiongtery, ..., inter,. Lutess probabilistically
generates test sequences which match the pattern, i.be énvironment allows to
generate an input such thaéndy, becomes true, such a choice is taken with higher
probability. Then, Lutess will take choices which are bigeeither maintain the first
interval conditioninter; or to match the next conditionond;. The concrete proba-
bilities are given as part of the specification. This prodessontinued until the test
sequence has passed the pattern entirely or until the tpstisee becomes inconsistent
with the pattern.

Test Sequence Generation

Given the internal state of the environment description thiedast output of the SUT,
the test sequence generator must produce an input vectbef8UT, such that the envi-
ronment constraints will be satisfied. For random testimg generator has to determine
the set of input vectors which are relevant wrt. the envirentaescription. Then it has
to choose one such vector randomly in @icéent way according to the current testing
method (random, operational profile-based, property-@pidr pattern-based).

To determine the set of relevant input vectadifscgently, Lutess constructs a Binary De-
cision Diagram (BDD) [Bry85] to represent all state traiosis which are valid within
the environment. This BDD contains all valid transitionsaih possible states of the
environment. To allow #cient sampling on the set of possible input vectors for the
current state of the environment description, all varialiich determine the next in-
put vector for the SUT are placed in the lower half of the BDDjlevall other variables
(describing the state and last output of the SUT) are platttkiupper part of the BDD.
Given the current state and the last output vector, the gésrecan quickly determine
the sub-BDD which describes all possible input vectors teémt to the SUT in the
next step.

Then this sub-BDD is sampled to determine the next inputfer§UT. The sam-
pling procedure is supported by further annotations. Dédjpgron the employed testing
methods, the sampling is implemented iffelient ways, see [dBORZ99] for details on
the sampling procedure.

Summary

Lutess allows to build the test harness for fully automagsti $equence generation and
execution in the context of synchronous reactive systers.larness is constructed
from a SUT, a test specification, and an oracle. The SUT andrthee can be given
as arbitrary synchronous reactive programs. The test sequgenerated is based on an
environment description given in Lustre. Optionally, testtsequence generation can be
controlled by operational profiles, safety properties téadséed, and behavioral patterns
to be executed. Lutess has been applied to several indagipkcations [PO96, OP95].
However, Lutess is not able to deal with SUTs which have nigakmputs or
outputs. Also, it is not possible to express liveness pitiggein Lutess. Furthermore
Lutess does not provide any means to generate test suited bagoverage criteria.
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13.2.2 Lurette
Introduction

The approach ofurette [RWNH98] is generally comparable to Lutess which has been
presented above. Lurette is also based on the synchrontaffodalanguage Lustre.
Both tools build their test harness from three elements ghathe SUT, a test sequence
generator, and an oracle. Moreover, both tools derive stestgjuence generator from
an environment description written in Lustre while the SidTasted as a black box.
Finally, both tools utilize environment descriptions andades given as synchronous
observers.

However, in contrast to Lutess, Lurette allows to validatetesms which have nu-
merical inputs and outputs. On the other hand, Lurette ig ofiering a single mode
for test sequence generation. The randomly generatedrsszgiare based on a uniform
distribution. Also, Lurette requires that the SUT is givenaaC-file which implements
a predefined set of procedures.

The test sequence is generated on the fly during the exeaftibie SUT. An ini-
tial input is provided by the test sequence generator anéhtedSUT. From then on,
the SUT and the test sequence generator compute outputsurtd in an alternating
fashion.

Testing Method

The testing method of Lurette is relatively simple. The emwinent description is used
to express both relevant and interesting test sequencéRWNH98], the term rele-
vance refers to those properties which constrain the emviemt itself and the term
interest refers to the test purpose. The constraints wiijstesent the relevance and the
interest are expressed within the same synchronous olbsegveghere is no distinction
between the environment description and the test purpdse observer is fed with the
inputs and outputs of the SUT and evaluates to true, if thaesazp so far is relevant
and interesting.

A test sequence generated by Lurette is constructed urif@and randomly such
that the observer evaluates to true in every single stepeadélquence. In other words,
Lurette has to invert the environment description to corpuhew input vector for the
SUT based on the current state of the environment and thedgstit of the SUT. The
oracle is also fed with the inputs and outputs of the SUT tduata the correctness of
the sequence. The result of the oracle is either a fail or yaskct.

Test Sequence Generation

In each step of the test sequence generation, Lurette hasjpute an input vector for
the SUT based on the internal state of the environment geseriand the last output
of the SUT, such that the environment constraints will bésBatl. The approach is
completely analogous to the test sequence generation essuhowever, Lurette has
to deal with linear constraints over integers and reals.
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Abstracting the Observer To solve this problem with numerical constraints, Lurette
computes an abstract version of the original observer.ignahstract observer, all nu-
merical constraints have been replaced by new BooleanblasaThese new variables
are treated as further inputs of the observer. Consideralt@nfing observer with a
number of numerical constraints:

node RELEVANT(X,Y,Z : int; A,B : bool)
return (relevant : bool)
let
relevant = (X=0) -> if A then (B or (X>Y))
else (X+Y<=Z) and (Z* pre(Y)<12);
tel

Note thatpre(Y) can be treated as constant, since its value has been dedelrini
the last step. Assuming that we are not in the initial stateette would replace this
observer by a new abstract observer with three additionalddm variable<’;, C>, C3
to represent the numerical constraints.

node ABSTRACT_RELEVANT(A,B,C1,C2,C3 : bool)
return (relevant : bool)
let
relevant = (A and (B or Cl) or
((not A) and C2 and C3);
tel

where (1, Cs, C; represent the conditions > YV, X + Y < Z,andZ = pre(Y) < 12
respectively.

This abstracted observer is then represented as BDD. The &DlCbe inverted
effectively, i.e., it is easy to expand a partial truth assigntnte a complete satisfying
truth assignment. Assigning the last output of the SUT, westepartial assignment
which must be completed such theBSTRACT_RELEVANT evaluates to true, i.e., the
associated BDD evaluates to true.

Choosing the next Input Lurette chooses one of the Boolean assignments which sat-
isfy the BDD randomly according to a uniform distributionhi§ assignment deter-
mines the set of numerical constraints to be satisfied. ®tisfslinear constraints on
integers and reals establishes a convex polyhedron whiekpicitly constructed. If

the polyhedron is empty, then the Boolean assignment leadrteerical infeasibility —
another Boolean assignment must be chosen to repeat thespratcthe polyhedron is
non-empty, a point is selected within the polyhedron adogrtb a specified strategy,
[RWNH98] mentions limited vertices and random selectiorhimithe polyhedron. The
assignments to the Boolean and numerical variables olotaiynthis procedure are used
as input vector to the SUT.

An Optimization Lurette does not only test linear test sequences. In eaphota
test sequence generation and execution, Lurette testabmmits with the SUT. More
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precisely, it computes the output of the SUT for a whole sétpiit vectors and checks
whether each of the correspondingly continued test se@samould be correct. This is
possible, since the SUT is required to provide one methodadyze the next output of
the SUT without changing its state, and a separate methodvmae the state of the
SUT. If an error is found, the test sequence which provokecethor is returned along
with a fail verdict and Lurette terminates. If no error isetded, then the test sequence
is continued with one of the tested inputs. This is possitilege Lurette is requiring
the SUT to be given in a way that allows to compute the outptih@SUT on a given
input vector without advancing its internal state.

SUT Program Format

To test a program with Lurette, this program must be given@dike which implements
a synchronous reactive program. In particular, the C-filestnimnplement a specific
interface to be integrated into the test harness. Thisfademmust allow to access the
following elements:

e The names and types of the inputs and outputs of the SUT, katthe test harness
can connect to the SUT with the test case generator.

e The initialization procedurenitp must bring the SUTP into its initial state.

e The output procedure = outp(i) has to compute the output &f based on the
current internal state d? and the input. Note that a call twuzp is not allowed to
change the state df.

e Finally, the procedureezip(z) has to bringP into the next state, again on the basis
of the current internal state and the input

The Lustre compiler which is provided for free by Verimag ¢woes C-files which
are suitable for Lurette. Alternatively, the code genarafdhe SCADE environment
can be used to obtain appropriate input files for Lurette (BEAs based on a graphi-
cal implementation of the Lustre language). Other synabusiianguages are probably
adaptable to Lurette by wrapping the generated code intatloge described proce-
dures.

To integrate an oracle into a test harness, it must be prdvidéhe same form as the
SUT P.

Summary

Lurette is targeted at the fully automated testing of syocbus reactive system. It
builds a test harness from an environment description, &d® and an oracle. The
SUT and the oracle must be given in terms of a C-file which imglet a specific
set of procedures. The environment description must begiiveustre. It describes the
environment and the test purpose simultaneously. The gitktest sequence is chosen
randomly such that relevance and interest constraintsasisdied.

Lurette allows to test SUTs which have numerical inputs angbats. However,
Lurette is only able to deal with linear constraints betw#sse numerical parame-
ters. Each step in the test sequence generation is subdlivitietwo phases, first an
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abstracted environment description is used to obtain afd@tear constraints to be
satisfied. Then the obtained constraint set is solved.

On the other hand, Lurette it able to deal with liveness properties and it only
allows to specify test purposes in terms of safety propertie

13.2.3 GATeL
Introduction

The third Lustre-based tool which is described het@AgeL [MAQQ]. Its approach is
quite diferent from the two other Lustre related tools (Lutess anette)y presented in
this chapter. Lutess and Lurette start the test sequen@sajem from the initial state.
Then the sequence is generated on the fly, i.e., in each stequtputs of the SUT are
used to compute a new input for the SUT based on the environdescription and
the test purpose. This process is iterated either until ativegtest verdict is produced,
or until the maximum test sequence length is reached. IrasmtGATel starts with
a set of constraints on the last state of the test sequence gererated. This set of
constraints can contain invariant properties as well asodimgr constraint on the past
which can be expressed in Lustre. The latter amounts to @tegbse since it allows
to state a predicate on all sequences which are of interesingthe test sequence
generation, GATel tries to find a sequence which satisfiels, libe invariant and the
test purpose.

Testing Method

GATeL requires the SUT or a complete specification of the StiTenvironment de-
scription, and a test objective. All three elements mustuppked as Lustre source
code. All three components of the test harness are not alléavese real variables or
tuples.

The test objective allows to state properties and path page. Safety properties
are expressed with thessert keyword of Lustre. An asserted property must hold in
each step of the generated test sequence. To state a paitare@GATeL employs
a slightly expanded Lustre syntax. GATel allows to expresth predicates with the
additional keywordreach. The statementeach Exp means thakxp must be reached
once within the test sequence. More precisely, GATel wyllttr find a test sequence
which ends in a state whead expressions to be reached evaluate to true.

The SUT and the environment are only allowed to contain &iessr An assertion
in the SUT is used by Lustre compilers to optimize the geeerabde. Assertions
within the environment description are used to constranpbssible behavior of the
environment — as usual.

As an example, consider the following program and test dlbgcrhe nodeOUNT _
SIGNAL is counting the number of cycles whetignal is true. Let us further assume
thatsignal is part of the input.

node COUNT_SIGNAL(signal : bool)
returns (n : int);
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let

base = 0 -> pre(n);

n = if signal then base + 1 else base;
tel;

assert true -> not ( signal and pre(signal) )
reach COUNT_SIGNAL(signal)>1;

The assertion requires thatgnal is true in two consecutive steps. Theach state-
ment requires that GATeL generates a test sequence sucothat STGNAL (signal)
becomes greater than 2.

Based on the SUT (or its specification) and the environmestrggion, GATeL
will try to find a test sequence which satisfies the path pegdiexpressed in theeach
statement and which satisfies the asserted invariancesskpns in every cycle. If such
a test sequence can be found, it will be executed with the $bd output values com-
puted by the SUT are compared with the corresponding vallig® @recomputed test
sequence. If the two sequences match, the test case patbsdjise it failed.

Test Sequence Generation
Consider again the nod®UNT_SIGNAL with the test objective

assert true -> not ( signal and pre(signal) );
reach COUNT_SIGNAL(signal)>1;

To find a sequence which satisfies the test objective, GATaitsstvith the final cycle
of the test sequence to be generated. Using the notatigmal [N] to denote thaith
value of the flowsignal, the constraints on this final cydieare the following:

e true -> not ( signal[N] and signal[N-1] ) = true
e COUNT_SIGNAL(signal[N]) > 1

Then GATel tries to simplify this constraint set as far assilge without instantiating
further variables. In this example, GATeL would derive theet constraints shown
next, wheranaxInt is a user tunable parameter.

e true -> not ( signal[N] and signal[N-1] ) = true
e COUNT_SIGNAL[N] in [2,maxInt]
e COUNT_SIGNAL[N] = if signal[N] then base[N] + 1 else base[N]

This set cannot be simplified further without instantiatengariable. GATeL has to
choose one variable to instantiate — it tries to find a vagiatith a maximum number
of waiting constraints and a minimal domain size. In the epl@mabove the first and sec-
ond constraints are waiting faignal [N], i.e., these constraints can be simplified fur-
ther oncesignal [N] has been instantiated. The domains@final [N] contains only
two values sinceignal [N] is Boolean. Therefore, GATeL would choose to instanti-
ate this variable. The value to be assignedignal [N] is choserrandomlywrt. the
uniform distribution. This process leads to the followireg ef constraints (assuming
that GATeL chooses to assign true).
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signal[N] = true

true -> not ( signal[N-1] ) = true
base[N] in [1,maxInt]

base[N] = 0 -> COUNT_SIGNAL[N-1]

In this situation, GATeL has to decide whether tié cycle is the initial one or not.
Internally, GATeL uses an implicit Boolean variable to regent this decision. Again,
the assigned value is chosen randomly. Assuming that GATalldvwchoose that the
Nth cycle is non-initial, we would find the constraint set shawext.

signal[N] = true

signal[N-1] = false

true -> not ( signal[N-2] ) = true

COUNT_SIGNAL[N-1] in [1,maxInt]

COUNT_SIGNAL[N-1] = if signal[N-1] then base[N-1] + 1
else base[N-1]

Note that the third constraint listed above is instantidtech the invariance property
which has been expressed as an assertion.

This process of backward constraint propagation is coatinuntil either a test se-
quence has been found which satisfies all initial constaantuntil a contradiction
arises. In the latter case, GATeL starts to backtrack. Ifsh $equence is generated
successfully, some variables might be still unassignee@. ddrresponding values are
chosen randomly again to obtain a complete test sequence.

The test sequence generation is implemented in Prolog aseldban the ECLIPSE

package [ecla].

Domain Splitting

The basic testing method described above allows to geresatgle test sequence. GA-
TeL offers the possibility of “domain splitting”, i.e., to replatee domain (described
by the current constraint set) with two ore more sub-domgigain described by con-
straint sets) which are special cases of the original domain

For example if the constraint set contains the condition B <= C, then GATeL of-
fers two possibilities to split the domain. The first podgipis to split the domain into
B <= CandB > C. The second possibility is to split the domain i®o< C ,B = C,
andB > C. Domain splitting can be applied recursively to obtain a wésub-domains
of the original domain.

Once the user decides to stop the domain splitting, GATelLpndlduce a test sequence
for each sub-domain (if possible).

Summary

GATeL does not only allow to state invariance propertiesabigivs to state path pred-
icates to express the test purpose. To support path predjd@ATeL has to construct
its test sequences backwards, i.e., it has to start withnlédtate to be reached by the
test sequence. Thus the test sequence is not generated theriexecution of the SUT,
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but before the SUT is executed.

This backward search is implemented in terms of a backingckigorithm. The back-
tracking algorithm has to guess appropriate assignmergs wie current constraint set
does not enforce a particular assignment or does not allexttselr simplification.
Moreover, GATeL requires the SUT to be given as Lustre souowke, representing
either the actual implementation or its complete specificatAgain, this is necessary,
since GATeL has to construct its test sequences backwards.

The feature of domain splitting allows to further subdivide domain of interesting test
sequences interactively. Moreover, it requires humamvetgion, which does not allow
to generate a large number of sub-domains automaticatgllfi the domain splitting
applies to the initial constraint set, which primarily ctiains the very last cycles of
the test sequence. Consequently, the domain splitting plemented by GATeL only
allows to split the domain wrt. the end of the test sequence.

13.2.4 Autofocus
Introduction

Autofocus[HSE97] is a graphical tool that is targeted at the modelimdj@evelopment
of distributed systems. Within Autofocus, distributedtsyss are described as collec-
tions of components which are communicating over typed ohisn The components
can be decomposed into networks of communicating subcoemgeriMore specifically,
a model in Autofocus is a hierarchically organized set oktisynchronous communi-
cating EFSMs which use functional programs for its guardsassignments. A model
in Autofocus can be used for code generation and as basigffification and testing.

The testing facilities [PP®3] of Autofocus require a model of the SUT, a test
case specification, and the SUT itself. The test case sp@@ficmight be functional,
structural, or stochastic. Functional specifications @eduto test given properties of
the SUT, structural specifications are based on some cayerégrion, and stochas-
tic specifications are used to generate sequences randamlyome given input data
distributions. Based on the model and the test case spdidifica set of test cases is
generated automatically with the help of a constraint Iggmgramming (CLP) envi-
ronment.

Test Method

Functional Specifications Functional test purposes are used for testing of a particula
feature, i.e., test sequences have to be generated wiggkitthe execution of a certain
functionality. Autofocus employs a nondeterministic statachine to represent the set
of sequences which are of interest, i.e., trigger the fonetiity in question. Commands
that do not &ect the tested protocol, at least wrt. the specification,bsaancoded in
the nondeterministic state machine naturally. Also, itasgible to add transitions that
will cause a failure in the protocol represented by the statehine.

The composition of the model and the functional test spetitia yields a generator
which enumerates test sequences for a given length exbelysir stochastically.
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Structural Specifications Structural specification can exploit the hierarchical ntode
ing within Autofocus, i.e., it is possible to generate ssiitgdependently for dierent
components and to use these unit tests to generate intaygtasts/[Pre03]. Also, it is
possible to require the generated test sequences not taic@ien combinations of
commands or states.

In addition, Autofocus allows to incorporate coverageesidé into the test specifi-
cation. More precisely, coverage criteria can be appligtiéanodel of the SUT or on
the state machine which is used as functional test spedaificat

Statistical Specifications In the case of statistical testing, test sequences up tam give
length are generated randomly. Because of the huge numhbestogequences that
would be almost identical, the generated sequences carybeae to difer to certain
degree.

Test Generation

Like GATeL, the test generation of Autofocus is based on trairg logic program-
ming (CLP). The Autofocus model is translated into a CLP laage and is executed
symbolically.

Each componenk” of the model is translated into a corresponding set of CLB-pre
icatesnexti (Sk, i, 0, Dx). nexty is the next state relation, i.erexty (Sk, i, 0, Dk)
holds if the componenk has a transition from statg€y to stateDy with input ; and
outputo. The next-state predicates are composed hierarchicatlprimg directly the
decomposition of the model at hand. Executing the genetatgd program yields the
set of all possible execution traces of the model. The foath as constraint logic
program allows to reduce the size of this set because of thpact symbolic repre-
sentation of the traces. E.qg., if the concrete commaseht to a model is unimportant
as long as it is not th&eset command, only two traces will be generated, one where
the command is fixed to Reset, and another one where the command is left uninstan-
tiated with the constraint # Reset. To further reduce the number of generated test
sequences, the testing environment allows to prohibitsegtiences which contain the
same state more than once. In such an approach, the deteileihipon mechanism
must be chosen carefully. Moreover the technique whichesl tig store and access the
set of visited states is crucial to the overall performaisae [Pre01] for details.

To generate the test sequences according to a given tefficadem, the specifica-
tion is also translated into or given directly in CLP and atlttethe CLP representation
of the corresponding model. The specification guides thesezgience generation, de-
termines its termination, and it restricts the search space

The result of this process is a set of symbolic test sequeneestest sequences
which contain uninstantiated variables. For example, ab®jim test sequence might
contain a command skRandom(n). The concrete value of might be free but bound
to the interval [0255]. However, each of these variables might be subject rtoesof
the constraints which are collected during the symbolicetien.

These variables can be instantiated randomly or based anitaalhalysis. After
instantiation, the test sequences can be used for acttiabtes
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Summary

Autofocus allows to model a system as a collection of comeatitig components
which can be decomposed hierarchically into further suboids of synchronously
communicating components. The testing environment of fagtes provides the pos-
sibility to translate its models into a CLP language and tmisglically execute these
transformed models. The model can be associated with madfistructural, and stochas-
tic test specifications to generate test sequences baskd symbolic execution within
the CLP environment. In addition Autofocus is able to geteetast cases that conform
to a given coverage criteria to the model itself, or on a fiomatl test specification. The
generated test sequences can be employed to drive a SUT wipldments or refines
the model which underlies the generated test sequences.

13.2.5 Conformance Kit
Introduction

At KPN Research th€onformance Kit was developed in the early nineties to support
automatic testing of protocol implementations. It is noblpely available. (E)FSMs
serve as specifications. Beside the typical EFSM conceqgvéiriables and conditions
(predicates) on transitions, some additional notionsdéees are introduced to facilitate
the mapping to the SUT. The gate concept allows to split aifipetion into several
EFSMs which communicate through such gates.

The first fundamental tool of the Kit is a converter which smmims an EFSM into
an equivalent FSM (i.e. same inpauitput behavior) via enumeration of the (necessarily
finite domain) variables. In a next step the resulting FSM iisimized. A basic syn-
tax check is embedded into these steps which is capable eftde nondeterministic
transitions and incomplete specifications. FurthermoFSMs can be simulated and
a composer allows to assemble communicating EFSMs intoglesome with equal
behavior.

Test Generation Process

The test suite generation tooffers several FSM techniques to derive test cases. A
transition tour is possible if the FSM is strongly connected. The disadwgnt# this
method is that only the inplttutput behavior is tested, the correctness of the endsstate
of the transitions is not checked. To overcome this disatdggna tour including unique
inpufoutput (UIO) sequences idfered which does check the end-states. It is called
partition tour because it does not yield one finite test sequence covetitrgragitions

but a set of single sequences for each transition. Each suglesce consists of three
parts:

(1) A synchronizing sequenceéo transfer the FSM to its initial state.
(2) A transferring sequenceto move to the source state of the transition to be tested.
(3) A UIO sequencewhich verifies the correct destination state of the traoisiti
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Note that a partition tour is only possible if the utilizedjgences exist, which is not al-
ways the case. See Part Il of this book for a more detailedrig¢isn of the FSM-based
algorithms. Also aandom sequencecan be computed in which a random generator is
used to produce stimuli. Statistics ensures that the wipaeification is covered given
that a real random generator is used and that the producedrsesis of infinite length.
This is of course not practicable but at least these seqae@cealways be constructed
and additional control mechanisms, which allow an expkoitlusion of transitions,
may give quite usable results.

Tool Interfaces

A textual representation of the specification (E)FSM is meed\ll the necessary in-
formation including special features like guards are dbsdrhere. After a test suite is
generated it is expressed in TTCN-MP, the syntactical rovtatf TTCNE. A graphical
representation in the common TTCN table form (TTCN-GR) isgiole via a transfor-
mation from TTCN-MP toATEX.

The Kit has been integrated into several tools and apprea&stow we will intro-
duce two major ones.

13.2.6 PHACT

Philips developed in 1995 a set of tools callPHACT (PHilips Automated Confor-
mance Tester) which extends the Conformance Kit with thityako execute the com-
puted TTCN test cases against a given SUT. To link the alistx@nts of the specifi-
cation to the corresponding SUT actions, a so caledT (Protocol Implementation
eXtra Information for Testing, this is ISO9646 terminolddnas to be written. The exe-
cuting part of PHACT consists basically of three componehgssupervisoy thestim-
ulator and theobserver The latter two give stimuli to the SUT respectively obsetse
outputs, hence they must be customized for each system.upieevisor utilizes these
two components to execute the TTCN test suite and to give gfgihserdict based on
the observed behavior. A test log is generated which candimepsed by the commer-
cial tool SDT from Telelogic, which in turn can present thg bs a Message Sequence
Chart.

To execute tests against an SUT, several modules are cahapitelinked with the
observer and simulator. This results in an executablertedtieh can be separate from
the SUT or linked with it. To compile a tester, modules in C,MH(Very High Speed
Integrated Circuit Hardware Description Language) anc Jae supported. Also the
TTCN test suite is translated into one of these languageis. mhakes it possible to
download a whole test application on a ROM-emulator andycauit the test in batch
mode.

Other extensions comprise additional test strategiedixtg the ones féered by
the Conformance Kit (partition and transition tour). To doastest template language
is defined. PHACT is not publicly available but several reskegroups had access to it
and used it to conduct case studies.

3 TTCN version 2
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Testing VHDL designs

In [MRS*97] the authors report about a generic approach to use PHACHafdware
testing. More precisely not real hardware is tested hereitbWHDL model. VHDL
can be simulated and is therefore suited for serving as the Bffier a test suite is
generated by the Conformance Kit, a generic software layeséd to interface with
the VHDL design. The main problem here is to map the abstragedients of the test
cases to the model which consists of complex signal pattpornts, etc. The aim of the
approach is to automate this mapping as much as possibldl got@col examples
were used as case studies.

Summary

The Conformance Kit and the tools built upon it such as PHACGIenit possible to
do several interesting industrial case studies. Furthegriie PHACT implementation
was used for a comparative case study involving other takgsTGV and TorX. We

return to that in sectidn 13.3.

13.2.7 TVEDA
Introduction

The former R&D center CNet of France Telecom developed thEDA tool from 1989

to 1995. The final version TVEDA V3 was released 1995. The rgail was to sup-
port automatic conformance testing of protocols. Not a frast theory but empirical
experience of test design methodology formed the base GME#A algorithms. Care
has also been taken to let the tool generate well readablstardured TTCN output.
The approaches of TVEDA and TGV have been partially incafeat into the tool
TestComposer (see section 13.2.14) which is part of the @naiad tool ObjectGeode
from Telelogic.

Test Generation Process

The notion of test purpose in TVEDA basically correspondss$ting an EFSM-transition.
Achieving a complete coverage here is its test approacls. Sthategy originates from
(human) test strategies for lower layer protocol testingEDA basically dfers two
test selection strategies: single tests for each transiti@ transition tour.

To test transitions the tool has to find paths to and from #teit- respectively end-
states. One main problem of state-based testing is states@p when building the
complete state graph of the specification (e.g. when tramsifig a EFSM into a FSM,
or a LOTOS specification into its LTS-semantics). In paiacthe problem consists of
finding a path from one EFSM-state to another while satigfgiiven conditions on the
variables. Instead of doing a (prevalently infeasible) emalysis, TVEDA implements
two main approaches to compute feasible paths: symbolicuér® and reachability
analysis using additional techniques. Only the latter imethas been appliedfectually
and hence found its way into TestComposer. One hindrandeeafytmbolic attempt is
that path computations are time-exponential w.r.t. thgtleof the path to be computed.
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The reachability technique is based on an (external) sitowNerifier. In a first step
the EFSM is reduced. Here all the parts which do not concexchiag the demanded
target transitions are excluded, i.e. specification elésn@hich do not influence firing-
conditions of transitions. After that the simulator is drerusing three heuristics:

(1) A limited exhaustive simulation. A typical limit is 300@&xplored states. A major
part of the paths is found here. Because of a breadth-firstise¢lae discovered
paths are also the shortest ones.

(2) Transitions not reached during the first step are tridoktcaught during a second
exhaustive simulation using a concept of a state-distawteen the distance in-
creases during the exploration, the current path is giveanapthe next branch is
taken. This may yield some new paths which have not been fousigp 1.

(3) Finally TVEDA tries to reuse an already computed patholhirings the specifi-
cation to a state which is close to the start state of a migsargsition. Another
exhaustive search is initiated until the transition is ecteed.

This heuristic reachability analysis is used by thffeed test selection strategies to
produce the resulting test suites. See [CGPT96b] for alddtdescription of the algo-
rithms.

Tool Interfaces

Estelléf or SDLS serve as specification languages. A (sequential) SDL spatidn can
be represented as an EFSM. In that case an EFSM-transitisponds to a path from
one SDL-state to the following next state. The resultinggdage is expressed in TTCN.

Summary

TVEDA was successfully applied to several protocol implatagons, mostly specified
in SDL. Meanwhile it has partly found it's way into TestConggo, which is addressed
in section 13.2.14. Most of its underlying empirical pripleis were later justified theo-
retically in terms of well elaborated® theories, see [Pha94b].

13.2.8 AsmL Test Tool
Introduction

At the beginning of the nineties the concepttifolving Algebra came up due to the
work of Yuri Gurevich [Gur94]. He was driven by the ambition to develop a compu-
tation model which is capable of describing any algorithritssappropriate abstraction
level. Based on simple notions from universal algebra aorélgn is modeled as an
evolution of algebras. The underlying set corresponds ¢ontlachines memory and
the algebra transformation is controlled by a small sedectif instructions. Later on
Evolving Algebra was renamed #bstract State Machine shortASM. ASMs have

41S09074
5 ITU Recommendation Z.100



370 Axel Belinfante, Lars Frantzen, and Christian Schallhart Marcl2Q24

been used for defining the semantics of programming languatextended in several
directions like dealing with parallelism. See the ASM Hormge [ASMa] for detailed
information.

At Microsoft Research a group call&dundations of Software EngineerifigSF]
is developing theéAbstract State Machine Language shortAsmL, which is a .NET
language and therefore embedded into Microsoft's .NET é&&ork and development
environment. Based on ASMs it is aimed at specifying systenan object-oriented
manner. AsmL and the .NET framework can be freely download¢dSMb].

Test Generation Process

AsmL has a conformance test facility included which is basetiwvo steps. Firstly the
specification ASM is transformed into an FSM before subsetiyevell known FSM-
based algorithms (rural Chinese postman tour, see Partthi®book) are applied to
generate a test suite. The whole testing process is bounddtehNET framework,
hence the SUT must be written in a .NET language. The ASM fpation is aimed at
describing the behavior of the SUT, abstracting away froplé@mentation details.

Generating FSMs out of ASMs

In the following we will try to sketch the extraction proceskich generates a FSM
out of a given ASM specification. This is the crucial step huseait highly depends
on user-defined and domain-specific conditions to guide xtraaion. The quality of
these conditions determines whether the resulting FSM &panopriate abstraction of
the ASM and if the extraction algorithm terminates at all.

If one is not familiar with ASMs just think of it as a simple gi@mming language
with variables, functionfsnethods, some control structure likeiaf+ then-else, loops,
etc. Now every action of the SUT is specified as follows:

if g1 then Ry
if g, then Ry

where theg; are boolean guards and ti& are further instructions which are not al-
lowed to make use of thef-then-else construct anymore (this is a kind of normal
form, one can be less strict when specifying). As expectedrtitial values of the vari-
ables determine the initial state of a program run. When aioraatis executed the
program moves to a next state, which can be seen as a trangittolabel « between
two program states.

The main problem is that such an ASM has usually an infinitelmemof reachable
states (unless all possible runs terminate). Hence it isssery to reduce the number
of states by grouping them according to a suitable equicaleelation. To get a satis-
fying result this relation must guarantee that firstly thenier of resulting equivalence
classes (also calleldyperstatekis finite, otherwise the algorithm does not terminate.
Secondly the number should not be too small, i.e. the resds ahot reflect a mean-
ingful test purpose anymore. In fact you can consider theniliefn of the equivalence
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relation as a kind of very general test purpose definitiore fdsulting hyperstates ba-
sically become the states of the generated FSM.

The equivalence relation is based on a set of boolean condjith,, ..., b,}. Two
states of the ASM lay in the same clasione of theb; distinguishes them. Therefore
at most 2 hyperstates are possibly reachable. For example take; tbkthe action
specifications as mentioned above as a base for the condétoysing them one can
define that states filer (represent dierent hyperstatesititheir sets of executable ac-
tions diter. Other obvious selections are conceivable. Beside ttenpally exponen-
tial number of resulting hyperstates the problem of conmguthe so calledrue-FSM
which covers all reachable hyperstates, is undecidabkt ifaa bounded version still
NP-hard).

The extracting algorithm which computes the FSM does a kfrgtaph reachabil-
ity analysis. A pragmatic solution to the stated problem® iadditionally define a so
calledrelevance conditionvhich tells the extraction algorithm if the actually enceun
tered ASM-state is worth being taken into account for furtr@versing, even if it does
not represent a new hyperstate. Such a relevance condgigallyidemands a certain
domain specific knowledge to produce a good result, i.e. a RBMh is as much as
possible similar to the true-FSM.

The resulting FSM represents the specified behavior of asyisased on thefiered
method calls. Hence the method calls constitute the ingidrescand their return values
correspond to the output actions. For further informatiee [GGSV02].

Tool Interfaces

The close embedding of AsmL into .NET enables it to interaith ihe framework
and other .NET languages. Guidance by the user is necessaoystruct test cases as
paraphrased above. This process is supported by a GUI amdragt@r generator which
generates parameter sets for methods calls. In additidmetonentioned abstractions
(hyperstates, relevance condition), filters can be usexido@e states from exploration
and a branch coverage criteria can be given to limit the getioerprocess. To carry out
the test cases, the SUT must be given as any managed .NETdgseriiten ina .NET
language. The binding of the specification methods withrtifdementation methods is
supported by a wizard. A test manager is then able to carrtheugenerated test cases,

see [BGNO03].

Summary

The process of generating a FSM out of a ASM is flidilt task which requires a
certain expertise from the tester for firstly defining a hofigfsuitable equivalence
relation and secondly giving a relevance condition whictings the state space into
something similar like the true-FSM. It is also problemditiat the resulting FSM may
become nondeterministic (even if the specification ASM i3.Midhis makes FSM-based
test generation complicated and the AsmL test generatanaigmandle it. Dealing with
nondeterminism seems to be the main focus of current rdsaativities. In[BGN 03]
one application of the FSM sequence generator is mentioneddpapers about case
studies exist yet. Note that ASM based testing is a quite npie nd ongoing research
may produce results which extenuate the actual obstacles.
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13.2.9 Cooper
Introduction

Cooper[Ald90] is a prototype implementation of the Canonical Eestheory [Brig9].

It was developed in the LotoSphere project [BvdLV95, Lithdper has never been ap-
plied to case studies; its main function is educationallltstrate the Canonical Tester
theory and the Co-Op method [Wez90, Wez95] to derive cambtesters.

Test Generation Process

(Most of the following is quotegbaraphrased from [Wez95].)

Cooper implements the implementation relatmonf of [Bri89]. In this notion a
processB; conforms toB; if and only if By contains no unexpected deadlocks with
respect to traces db,. So, if B; performs a trace that can also be doneAyand at a
certain pointB; deadlocks, then alsB, should be able to perform the same trace and
deadlock at the same point. This notion of performance alléwto perform traces
that are not inB,. But when we placé3; in an environment that expeciy, it will not
deadlock unexpectedly with the environment.

A canonical tester is then a process that can test whethenglementation con-
forms to a specification with respect to tbenf relation. To test whether a proceBs
conforms toB we place a canonical testéi{ B) in parallel with P. The tester synchro-
nizes withP.

In the initial version of the Co-Op method on which Cooper &séd, we only
have basic actions (events) without values. There is ndtipaitig in input and output
actions, and interaction between tester and implementaiby synchronizing on ob-
servable actions. There is the notion of an unobservalikrnal () action. And, from
there, there is the notion of stable and unstable statdsleSttates are those from which
the implementation will only move after an interaction wiith environment. Unstable
states are states from which the implementation can movisély, iby performing some
internal action.

If the tester tries to test an actianthat is performed from an unstable state, it is
possible that the implementation has moved toffedént state and no longer wants to
do z. So, in a sense can be seen as an action that is (for the given state) optional
the implementation. However, if the implementation can en@ly doing an internal
action) to a stable state, the tester must be willing to deeastl one of actions that
the implementation wants to do from there. Otherwise thietesight deadlock with a
correct implementation. The Co-Op method of deriving a cic® tester is based on
the above observations.

To slightly formalize the above we can say that the outgadiagditions from a state
s can be divided in two set)ptions(s) is the set of actions thatcan perform from
its unstable states, ar@ompulsory(s) is a set of of sets of actions, where each of the
sets of actions corresponds to a stable state that can beecerom B, and contains
exactly the outgoing actions of that stable state.

The initial behavior from the tester is constructed usifgnpulsory and Options.
The tester may initially try to test any of the actiongiptions(s). The implementation
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may interact, but this is not guaranteed. Alternativelygfber trying severaDptions),

the tester may internally move to a state from whichfiecs to interact with any of

a set of actions: this set is chosen such that it containstlgx@mwe action of each of
the elements o€ompulsory(s). We assume that eventually the implementation moves
to one of its stable states, and from there must be able tonperdt least one of the
actions dfered by the tester. An implementation that does not intesdtttin some
limited time is not regarded as conforming. If a processay, after performing a series
of internal actions, enter a deadlocking state from whidaitnot perform any actions,
Compulsory(s) will contain the empty set. The tester may then try to do ahthe
observable outgoing transitions ef but no interaction is guaranteed. The tester may
then, after trying zero or more actions, deadlock.

The behavior of the tester after doing an action is compugefirét collecting all
states subsequent that can be reached by doing that tbangimputing the initial
behavior for the tester from those states (ustfwgnpulsory and Options as above),
and combining these initial behaviors.

To paraphrase: this is about who takes the initiative tod@adecision in the case
of non deterministic choices. If the specification can de¢ado something, the tester
must be able to follow, but if the specification leaves theiohto its environment, the
tester can make (force) the decisions. This means that inethdting tester, we see
internal steps where the tester may make a decision (totdsageen multiple actions
offered from stable states of the implementation), and actioestly ofered (without
preceding internal step) where the tester must be able ecaicit directly with actions
from unstable states.

User Interaction

Cooper is started with a given specification. It then shovesusber this specification,
together with the initial canonical tester for it, which fetcanonical tester derivation
function T" applied to the whole expression of the specification.

The user can then zoom in and step by step apply the canoagtal tderivation
function on expressions and subexpressions, every timaciag a sub expression by
its initial tester, which leaves the canonical tester to jpgliad on the sub expressions
that follows the initial actions in initial tester, from wdfi can then in turn the initial
tester can be computed, etc.

Cooper allows the user to select a behavior expression jemdcomputes the cor-
responding canonical tester by computing the tester foefirdand side (prefix) of the
expression, and combining that with the recursive apptiogb the remaining parts of
the expression.

Tool Interfaces

Cooper is part of the toolkit Lite (LOTOS Integrated Tool Eowment) [Lit] that was
developed in the LotoSphere project for the specificatioglage LOTOS. All tools in
this toolkit work on LOTOS. Cooper only accepts a restriatersion of LOTOS, called
basic LOTOS, that does only contain actions, without d&u®Z95] extends the theory
to full LOTQOS, but this has not been implemented.
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The canonical tester that Cooper (interactively) gensratso has the form of a
LOTOS specification. Test execution is not possible, exbgpaking the LOTOS text
from a specification or implementation and the LOTOS text tésier and manually
combining these into a new specification. In this new spextifia the behaviors of the
original specification (or implementation) and the testerput in parallel composition,
synchronizing on all actions (this is actually just a smadittar of text editing).

Summary

Even though Cooper is not useful for practical work, it njog¢monstrates the canoni-
cal tester theory underlying it, and the way in which the Gorethod allows compo-
sitional derivation of canonical testers.

13.2.10 TGV
Introduction

TGV [JJ02] has been developed bgNmag and IRISA Rennes, France. It is a test
generator that implements theco implementation relation [Tre96c]; an early ver-
sion [FJJV96b] did not deal with quiescence and thus impfeetktheioconf rela-
tion [Tre96a].

TGV is available as part of the Caesar Aldebaran DevelopPackage (CADP) [FGKI6].
It has also been integrated as one of the two test generatgines in the commercial
tool TestComposer of Objec&®de(for SDL).

Different versions of TGV have been used for a number of caseestudiarious
application domains and withfiierent specification languages.

Test Generation Process

The underlying model of TGV is an Input Output Labeled TréogiSystem (IOLTS).
An IOLTS is like an LTS, but with the labels partitioned intarée sets: one contain-
ing stimuli, another containing observations, and a thodtaining (invisible) internal
actions.

The implementation relation implementediago. Hence, the assumption is made
that the SUT is input complete.

The input to TGV consists of a specification and a test purpBs¢éh are IOLT-
Ses. The generated test cases are IOLTSes with three sedp stdtes: Pass, Fail and
Inconclusive, that characterize the verdicts.

The authors of the papers about TGV define test purposeslaw$oNote that this
differs from the definition in the glossary. Formally, a test pggpis a deterministic
andcompletdOLTS, equipped with two sets tfap statesAccept and Refuse, with the
same alphabet as the specificati@Qempletemeans that each state allows all actions
(we will see below how this is accomplished), antlap state has loops on all actions.
Reaching a state in Accept means that the wanted behavibekasseen; the Refuse set
is used to prune behavior in which we are not interested. stpurpose the special
label “*” can be used as a shorthand, to represent the setl ¢dikadls for which a
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state does not have an explicit outgoing transition. Intafdiregular expressions can
be used to denote sets of labels. For states where the usendbspecify outgoing
transitions for all labels, TGV completes the test purpod wnplicitly added “*”
loop transitions. This increases the expressive poweledetst purposes, but at the same
time may make it (at least for the inexperienced user) mdiedit to come up with
the “right” test purpose that selects the behavior that 8es had in mind (because the
implicitly added “*” may make it harder to predict the reguis mentioned in [RdJ00],
in practice, usually some iterations are needed in whichdeimes or refines a test
purpose, generates a test suite, looks at it, and modifigsshpurpose, etc.

The test generation process consists of a number of stepsjlWaiefly describe
them below.

From the specification and the test purpose first a syncheymaauct is computed,
in which the states are marked as Accept and Refuse usingiafimn from the test pur-
pose. In the next step the visible behavior is extractedr afhich quiescent states are
marked and loops are added, and the result is determinized by idengfgieta-states.
Determinization is needed to be able to deal with statestthe¢ multiple outgoing
transitions with the same label. Then, test cases are éxtray selecting accepted be-
haviors, i.e. selection of traces leading to Accept statpgiformed. TGV can generate
both a complete test graph, containing all test cases @mnekng to the test purpose,
and individual test cases. To compute the complete teshgthp traces not leading
to an Accept state are truncated if possible, and an Inceivelwerdict is added. Pass
verdicts are added to traces that reach Accept. Fail vardietimplicit for observations
not explicitly present in the complete test graph. Findtlym the complete test graph
a controllable subgraph is extracted. This controllable subgraph no lohge states
that dter the choice between stimuli and observations, or tffat the choice between
multiple stimuli. In the controllable subgraph each stdfers either a single stimulus,
or one or more observations. If the result should be a simglecase, it can be derived
from the complete test graph, by making similar controligbchoices.

TGV does most of the steps in @m the flymanner, and here on the fly means
the following. The steps of the algorithm are executed inzg [@emand driven) way,
where earlier steps are driven by the demand of the later, tmesoid doing work in
earlier steps that will not be used by later ones. So, it ishmtase that each step is run
to completion, after which the complete result of the stgmaissed on to the next step.
This use of on the fly should not be confused with the use of thielsvon the fly for
TorX: there it refers to continuously alternating betweeneyation of a test step, and
execution of the test step (after which the next test stepregted, and executed, and
the next, etc.).

Tool Interfaces

To interface with the outside world (both for specificatiamdaest purpose, and for
generating formalism in which the resulting test suite isspnted) TGV uses APIs,
which makes it quite flexible.

The specification languages accepted by TGV include LOT@SJADP [FGK96],
needs an additional file specifying inpautitput partitioning), SDL (either using the sim-
ulator of the Object@ode SDL tool, or using the commercial tool TestComposeGEQ)
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that integrates TGV), UML (using UMLAUT [UMLb, HIGP99] to eess the UML
model) and IF (using the simulator of the IF compiler [BFS]). TGV also accepts
specifications in the other form@enguages made accessible by the dpmesar inter-
face [Gar98] (API) of the CADP tool kit. The resulting tesiteucan be generated in
TTCN or in one of the graph formats (.aut and .bcg) of CADP.

Summary

TGV is a powerful tool forioco-based test generation from various specification lan-
guages. New specification languages or test suite outpuiaisrcan relatively easy be
connected thanks to the open APIs TGV uses. The main cotitibof TGV lies in the
algorithms that it implements, and in its tool architecture

TGV uses test purposes to steer the test generation prazess)g up with the
“right” test purposes to generate the tests envisioned algy/gome iterations.

A limitation lies in the non-symbolic (enumerative) dealiwith data. Because all
variables in the specification are instantiated for all gmes/alues (or, in the case of
infinite data types, for a finite subset), the resulting tastes can be big and therefore
relatively difficult to understand (compared to what could be the result ieragmbolic
approaches would be used).

Another drawback is the limited support for distributeditegs[JJ02].

13.2.11 TorX
Introduction

In the late nineties the Dutch academic-industrial redearajectCote de Resysf@B02]
had as its goal to put into practice thiedo) testing theory that had been developed so
far. The way to put the theory in practice was by developingséirig tool based on this
theory, and by applying the tool to case studies to evaltiga@d to force it to progress
by offering it new challenges. The case studies ranged from toyebes to (not too
big) industrial applications [BF¥99, dBRS 00, dVBF02].

The testing tool result of this project rX. TorX is both an architecture for a
flexible, open, testing tool for test derivation and exemutiand an implementation
of such a tool. As said above, it implements theo implementation relation (which
already has been discussed in Chdpter 7 and which we widlitevinen we discuss the
test generation algorithm of TorX) and it has been applieskteeral case studies.

TorX can freely be downloaded [Tor], its license file liste tonditions for use.

Test Generation Process

TorX can be used both for test generation and test execufioa.architecture féers
two modes of operatiorbatchandon the flygeneration and execution.
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Batch Mode The batch mode works with two separate phases in which firesta t
suite is generated, and then executed. The batch genenatida has not been imple-
mented in TorX. The batch execution mode is implemented atherily generation

and execution (as discussed below) from degenerate makato(ly describe a single
test case). The batch execution mode has been used to etestutases generated by

TGV [dBRS'00].

On the fly Mode The on the fly generation and execution mode works infi@idint
way. In this mode generation and execution go hand in handpl®@ased dferently,
during execution the test suite is generated on demand @@fle to lazy evaluation
in functional programming languages). As soon as a testistgpnerated, it is also
executed, after which the next test step is generated, awligd, etc. The advantage
of this approach is that it is not necessary to expand the iengtate space during test
generation — in on the fly mode TorX expands only that part efdtate space that is
needed for a particular test run. How a particular test ruchissen will be discussed
below.

Implementation Relation TorX implements the implementation relatimeo[Tre96¢].
The underlying model is that of Labeled Transition SystehisS]. The visible labels
(L) in the LTS are partitioned into stimuli§ and observationsl(). There are two spe-
cial labels (actions)r andé. T represents the internal (invisible) actighrepresents
quiescencgthe observation of the absence of output (the observdiairitiere is noth-
ing to observe). How quiescence is actually observed depemthe (interfaces to) the
implementation. For message-based interfaces, usuaiheawill be set, and when no
message is received by the time the timer expires, it is asduhat no message will
come at all (until a further stimulus is send), so quiescédrasebeen observed. In other
cases there may be other ways to observe quiescence.

The main characteristic adcois that for any trace of actions allowed by the speci-
fication, the output (inJ U ¢) that can be observed from the implementation after doing
this trace is allowed in the specification. The assumptidhas the implementation is
input-enabled, which means that it will be able to consunhstahuli that the tester
sends to it. On the other hand, the tester is able to consumetplits (observations) of
the implementation.

TorX Algorithm From the above we can come to an informal description of the-al
rithm implemented in TorX. We do a walk through the state spzEfcdhe specification.
For now we assume a random walk, so whenever the algorithrtohaake a choice,
the choice will be made randomly; in the next section we wiglcdss how the walk
(rephrased: how the choices made by the algorithm) can leduy test purposes
(test case specifications). Elsewhere it has been discugdgethndom walks arefiec-
tive in protocol validation [Wes89] — similar reasons apiglyesting. For a comparison
of random walk and other approaches for testing see Sediian 1

If the specification contains non determinism, we simplyofwl multiple paths at
the same time.
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We start at the initial state of the specification. We choase/ben stimulating and
observing. If we want to observe, we get an observation fileenSUT and check if it
is allowed by the specification. If we want to stimulate, weivdea stimulus from the
specification (if there are multiple possibilities, we ckemne) and we send the stim-
ulus to the implementation. We do this until we find an incetesicy (an observation
from the implementation was not allowed by the specificdtion until we have done
a given (pre-decided) number of test steps. In the first easeive the verdicfail, in
the second, the verdipiass

If we make the choices randomly, so each test run maps to @amamelk in the
specification, and we do this often enough, /andong enough, we should be able to
find all errors (provided the random walks are indeed randomesdo not consistently
ignore certain parts of the specification — an initial vemsod TorX used the random
number generator in a wrong way thus ignoring certain bemaaind thus not trigger-
ing certain errors). The case studies done with TorX, whamces were made ran-
domly, seem to confirm this. Note that for this approach we almeed a test purpose
— however, we cannot control the random walk through theipation, other than by
deciding on the seed for the random number generator.

Test PurposesTo have more control over which part of the specification itkea, the
TorX architecture, and the tool, allow the use of a test pseptn TorX, a test purpose
can be anything that represents a set of traces bvgs}. During the random walk, the
random decisions to be made (the choice between stimukatidgbserving, and, when
stimulating, the choice of the stimulus from a set of therng)@nstrained by the traces
from the test purpose. If the test purpose traces allow (att@io point) only stimuli,
or only observations, the choice between stimulating arsiling is decided by the
test purpose. In the same way, the choice of a stimulus igreamsd by those that are
allowed by the test purpose. If (at a certain point in the candvalk) the intersection
of the actions allowed by the test purpose and the actioowetl by the specification
becomes empty, the test purpose has not been observed (eenfssedit [VTO1])
(there is one exception to this which we will discuss belol)is corresponds to the
traditionalinconclusiveverdict. On the other hand, if we reach the end of one of the
traces of the test purpose, we have successfully obsehiteth (VTO01]) (one of) the
behavior(s) of the test purpose.

The one exception mentioned above is the following. Oneltiak bf a test purpose
that triggers an error in an erroneous implementation. &bedction of such a test pur-
pose can be the erroneous output (observation) triggerdaediest purpose. Running
such a test purpose with the specification and an erroneqlsrimentation will yield a
fail verdict, but the last (erroneous) output of the implemémtatill be the last action
in the test purpose, so the test purposkiiseven though the intersection between the
(correct) behavior specified in the specification and therirect behavior described in
the test purpose is empty. The result of the execution withleguple(fail, hit).

As implicitly suggested above, we treat correctness (padgail verdicts) and the
success (hit or miss) of observing a desired (or undesiredgior as two dierent
dimensions, such that when a test purpose is used, the wefdiorX is a tuple from
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{pass, fail} x {hit, miss}, which is slightly more informative than the traditionahgie-
ton verdict from{pass, fail, inconclusive}.

Tool Interfaces

In principle, TorX can be used for any modeling language oiclvithe models can be
expressed as an LTS. As much as possible, it tries to cormegigting tools that can
generate an LTS for a particular specification languageaGdt has been connected to
the Caesar Aldebaran Development Package (CADP), to thé td& (giving access
to the language FSP), and to the LOTOS simulator Smile.

In this way, TorX can be used with specifications written ia linguages LOTOS,
Promela and FSP, and in a number of the formats made availebtbe open-caesar
interface of the CADP tool kit (aldebaran (.aut), binary eddjraphs (.bcg)).

For the test purposes TorX uses a special regular exprelisgianguage and tool,
called jararaca. The tool jararaca gives access to the L&Stlfie traces) described in
the test purpose. Also other languages can be used to desesbpurposes; initial
experiments have been done by describing test purposesT@®E@nd accessing the
LTS via the connection to CADP.

The interfaces between the components in TorX are documhesehe user is free
to connect his or her own specification language to TorX (ag ks it can be mapped
onto an LTS).

TorX expects the user to provide the connection to the SUlhdriorm of a program
(glue code) that implements the TorX Adapter interfacehla interface abstract input
and output actions are exchanged. It is the users resplitysibiprovide in the glue
code the encoding and decoding functionality, and the attioreto the SUT.

Summary

TorX is a flexible, open tool that is based on tleeo implementation relation. It al-
lows (non-deterministic) specifications in multiple laages (in principle any language
which can be mapped on an LTS can be connected). It can us®@ésitndt need test
purposes. It has an open, well defined interface for the aiometo the SUT; however,
the end user has to provide the glue code to make this coonecti

13.2.12 STG
Introduction

STG (Symbolic Test Generator) [CIRZ02] has been developed SARRIA Rennes,
France. Itis a tool that builds on the ideas on which TGV anKTre based, and adds
symbolictreatment of variables (data) to these. In TorX and TGV atlaldes in the
specification are instantiated for all possible vafués contrast, variables in STG are
treated in a symbolic way, leading to symbolic test suitas$kill contain free variables,

6 Except when Promela, or LOTOS with Smile, are used in TorX.
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which are then instantiated during test execution. So, Sdpgparts both generation of
symbolic test suites, and execution of these.

STG is arelatively new tool. The theory underlying it hasrbgeblished in 2000 [RdJ0O];
the tool was reported first in 2002 [CIJRZ02]. STG has been tastedt simple versions
of the CEPS (Common Electronic Purse Specification) andeB@BPP (Third Gen-
eration Partnership Program) smart card. The results oC&#eS case study are sum-
marized in [CIJRZ01a]. STG was used to automatically geaenatcutable test cases,
and the test cases were executed on implementations ofgtesnsy; including mutants.
Various errors in the source code of the mutants were detecte

At the time of writing, STG is not publicly available (this jmahange in the future).

Test Generation Process

As mentioned in the introduction, STG supports both teseggion, and test execution,
where the test cases that are generated and executed arelisyrttimplements a
symbolic form ofioconf [Tre964a], i.e. no quiescence.

STG takes as input a specification in the form of mmiti@lized, discussed below)
Input Output Symbolic Transition System (IOSTS) and a tesppse and produces
from these a symbolic test case. Such a symbolic test caseeactve program that
covers all behavior of the specification that is targetedhisytést purpose.

For execution, the abstract symbolic test case is tramsiate a concrete test pro-
gram that is to be linked with the implementation. The resglexecutable program is
then run for test execution, which can yield three possiéselts: Pass, Fail or Inclusive,
with their usual meaning.

An IOSTS difers from an LTS in the following way. An IOSTS has specificatio
parameters and variables. Actions are partitioned intotimqutput and internal actions.
With each action a signature (a tuple of types) is associgedypes of the messages
exchanged ifwith the action). An IOSTS does not have states, but (a firéteo$)
locations. A state is now a tuple consisting of a locationawdluation for the variables
and parameters. Transitions now not only associate a sdaricgn) location with a
destination location and an action, but also have a booleardga tuple of messages
(the messages sémceived in the action), and a set of assignments. An IOSTS ca
be instantiatedby providing values for its parameters. An instantiated TS an be
initialized by providing an initial condition that assigns a value totemariable. In a
deterministiclOSTS the next state after execution of an internal actidyg dapends
on the source state, and the next state after execution dfiedvenput or valued output
action only depends on the source state and the action. &agahronce we know which
action is executed, we also know the successor state. So,jmitialized, deterministic
IOSTS we resolve the free variables as we execute the agctienfor each transition,
the free variables that it introduces are resolved (bouritgnathe action is executed.
Free variables in subsequent behavior only originate frotiois that still have to be
executed — once these actions are executed as well, alsofthessariables are bound.

The authors of the STG papers define test purposes as folimiss that this diers
from the definition in the glossary). The test purpose is alsdOSTS. This IOSTS
can refer to parameters and variables of the specificaticeltrt the interesting part
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of the specification. A test purpose has two specially naroedtions:AcceptandRe-
ject Reaching the Accept location means that the test purpas®den successfully
passed. The Reject location is used to discard unintegeiséihavior. The user does not
have to write a “complete” test purpose, because it is intplicompleted, as follows.
For each “missing” outgoing action a self loop is added, awcehich outgoing action
with guard GG, a transition to Reject, with guardG, is added. Nevertheless, Rusu et
al. mention that according to their experience with the {GV, the development of
“good” test purposes is an iterative process in which thewsié&es down a test purpose,
examines the result, modifies the test purpose and repeidta satisfactory result is
obtained([RdJO0].

From a specification and a test purpose a test case is gahbyatking the product
of the specification and the test purpose. We will skip thaitiehere, and just mention
the steps in test case generation. In a first step, the pradsgecification and test
purpose is computed. From this product, the internal astaye removed, which may
involve propagating guards of internal actions to the retasbservable actions. In a
subsequent step, nondeterminism is eliminated, to avaid/érdicts depend on internal
choices of the tester. The last step consists of selectmpadirt that leads to the Accept
locations, and of adding transitions to a new locatiaih for “missing” observation
actions. The result should be an initialized, determiojstbservation-complete, sound
test case. These properties are proven in the paper.

The test case can still contain parameters and variabkese #re filled in during test
execution. How the parameters and variables are selected éscussed in the papers
describing STG. Formally, a test case is an initializededeinistic IOSTS together
with three disjoint sets of locatiorzass InconclusiveandFail.

During test generation and test execution, STG has to do syenévaluation of
guards, to be able to prune actions that have conflictingdgudf STG would have
implemented (a symbolic form ofpco, it would not only have been important for
efficiency, to avoid exploring parts of the specification that‘amreachable” anyway,
but also for correctness, to be able to mark the right stategiscent (but since STG
only implementsoconf, this is of no importance here).

The IOSTS model is defined such that it can be easily trambstatéhe input lan-
guages of tools like the HyTech model checker [HHWT97] and RS theorem
prover [ORSVH95]. Rusu et al. demonstrate this by showinvg HgTech and PVS can
be used to simplify generated tests to prune parts that aeacimable due to guards that
contain conflicts [RdJ00]. STG has been used in conjunctiibim RVS for combined
testingverification [Rus02].

Tool Interfaces

The tool STG/[CJRZ02] can be seen as an instantiation of theaph to symbolic test
generation described by Rusu et al. [RdJOO].

STG accepts specifications and test purposes in the LOTKe®hguage NTIF [GLO2],
a high-level LOTOS-like language developed by the VASY tebiRIA Rhone-Alpes.
The specification and the test purpose are automaticalglated into IOSTS’s, after
which the test generation process produces a symbolicasst which is also an IOSTS.
For test execution the symbolic test case is translatedairi@e+ program which is to
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be linked with the (interface to the) SUT. The test caserprogram communicates
with the (interface to the) SUT via function calls.

For each action of the test case, the (interface to the) Sldtldhimplement a
function that has the same signature as the action, sucththatessages of the action
are passed as parameters to the function.

STG uses OMEGA [KMP] for symbolic computations (to compute satisfiability
of guards). As a consequence, the data types that are allowtbd specification are
limited to (arrays of) integers, and enumerations.

Summary

STG builds on existing theory and tools (algorithms) of mo§GV, and adds symbolic
treatment of data to this, which results in smaller and thasemeadable test cases than
achieved with the enumerative approaches used so far.

The ability to do symbolic computation (e.g. to detect caislin predicates, such
that behavior can be pruned) is non-trivial. STG uses theQdMEGA to do this. The
capabilities of OMEGA (what data types does it support) &ftected in the input
language for STG.

13.2.13 AGEDIS
Introduction

AGEDIS (Automated Generation and Execution of test sudeBfstributed component-
based Software) was a project running from October 2000 thatiend of 2003. The
consortium consisted of seven industrial and academi@relseroups in Europe and
the Middle East, headed by the IBM Research Laboratory ifidd@he goal was the
development of a methodology and tools for the automaticsofifvare testing in gen-
eral, with emphasis on distributed component-based soétagstems. Starting from a
specification expressed in a UML-subset, basically the T@&@réghms are used for
the test generation. Another tool which partly found its wap AGEDIS is GOTCHA
from IBM.

Test Generation Process

An open architecture was a fundamental principle of the AGEResign. Therefore
interfaces play a vital role. The main interfaces are ag¥t

Behavioral modeling language
Test generation directives
Test execution directives
Model execution interface
Abstract test suite

Test suite trace
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The first three constitute the main user interface while &t three are more of in-
ternal interest. In the following the actual instantiasoof the interfaces are shortly
introduced.

AML (AGEDIS Modeling Language), which is a UML 1.4 profile,rses as the
behavioral modeling language. Class diagrams togethérasgociations describe the
structure of the SUT. The behavior of each class is fixed inreesponding state dia-
gram, where Verimags language IF serves as the action lgaghAttached stereotypes
are used to describe the interfaces between the SUT andiiterement. A full descrip-
tion of AML is available at the AGEDIS web page [AGE].

Test purposes are given in the test generation directivéshwdre modeled with
system level state diagrams or MSCs. Also simple defaudtegiies are possible. As
TestComposer (which also builds on TGV), AGEDIS allows herese wildcards to
specify abstract test purposes which are completed by thértevery possible way
to allow abstraction from event-ordering. AGEDI8ars five predefined strategies to
generate test purposes:

Random test generation

State coverage — ideally cover all states of the specificatio

Transition coverage — ideally cover all transitions of thedfication

Interface coverage —ideally cover all controllable andeobable interface elements
Interface coverage with parameters — like interface caeenaith all parameter
combinations

The abstract specification parts like classes, objectdhodstand data types have
to be mapped to the SUT. This, and the text architecturd iiselescribed in an XML
schema which instantiates the test execution directiviesfate.

The model execution interface encodes all the behavior mad¢he SUT, i.e. the
classes, objects and state machines. Again IF is used to.d&escalso here the web
site for a detailed description.

Both the abstract test suite and test suite traces are deddoy the same XML
schema. A test suite consists of a set of test cases, zerorertes suite traces and a
description of the test creation model. Each test case stgrafia set of test steps which
in turn may consist of stimuli (method calls), observatjatisections for continuation
or verdicts. Several stimuli may occur in one test step aeg ttan be executed se-
quentially or in parallel. The common verdicts pass, fad arconclusive are possible.
Alternative behavior within a test case is used to model eterthinism. Test cases can
also be parameterized to be run witlffeient values and other test cases can be evoked
within a test case. AGEDIS is restricted to static systeraspbjects can not be created
or destructed during test case execution.

The AGEDIS tools are written in Java. Currently, the speaiftm modeling in
AML and the creation of test generation directives are onlyp®rted using the com-
mercial Objecteering UML Editor together with an AML profilehe designed model
can be simulated with an IF-simulator. Test generationdbasethe model and the test
generation directives is done by the TGV algorithms.

AGEDIS also allows an execution of the generated test sliite.execution frame-
work is called Spider. It is able to execute test cases onlalistd components written
in Java, C or G+. Spider takes care of the distribution of the generateddigigtcts.
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Furthermore it controls the whole test run, i.e. providiggehronous or asynchronous
stimuli, observing the outputs, checking them against feeification and writing the

generated traces in the suite as XML files. Two tools are geaVifor test analysis, a
coverage and a defect analyzer. The first one checks for enedwata value combi-
nations and method calls. It generates new test cases to tth@se missed parts and
a coverage analysis report. The defect analyzer tries segltraces which lead to the
same fault and generates one single fault-trace out of thesade the analysis when
many faults are detected.

Tool Interfaces

As outlined above, AGEDIS is based on a specification giveAML. It is able to
execute the generated test suite in a distributed envirohmigh components written
in Java, C or G+. Widely accepted formats like XML and the open interfacadtire
of AGEDIS ofer easy access to extensions and variations of the framework

Summary

AGEDIS is currently not obtainable. The list of availablebpcations is also rather
small, basically only the motley selection from the AGEDI8bsite is accessible. De-
cisions regarding further propagation and succeedingpt®jwill determine the pro-
gression of the toolset. The main strength of AGEDIS is iteropnd user friendly
embedding of the theory in a UML-based environment. A rela®deling concept is
the (UML Testing Profile) which is about to find its way into UMLO and will there-
fore gain a great attention by the test-tool vendors. Segtelha6 for more information.
Furthermore it is based on UML 2.0 concepts and in that seetierlequipped to be-
come the favored test-related modeling language in the Ubthmunity. Nonetheless
the open concept of AGEDIS may patf and further development (e.g. regarding dy-
namic object behavior, converge to UTP) can make AGEDIS temesting UML-based
testing environment for distributed systems.

13.2.14 TestComposer
Introduction

TVEDA and TGV constitute the basis of TestComposer, whick s@mmercially re-
leased in 1999 as a component@ibjectGeodeby Verilog. In December 1999 Telel-
ogic acquired Verilog. Together with Autolink (also Telglo) they form the two major
SDL toolsets. TVEDA was integrated in the test purpose geitar process. Some ex-
tensions were applied to facilitate the processing of rpilhicess specifications (TVEDA
was only designed for single-processes). The test caseajimewas taken over by the
TGV algorithms.
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Test Generation Process

The whole testing process is based on an SDL specification{dssibly distributed)
system. Any block within the SDL specification can be ideetifas the SUT. The chan-
nels which are connected to the block become PCOs. In theotasdistributed system
TestComposer is restricted to a monolithic tester, i.e.teater takes care of the whole
testing process.

To generate a test suite a set of test purposes is neededh repiesent sequences
of input and output events exchanged between the SUT anavitsoement (black box
testing). Two modes arefered to generate them. In the interactive mode the user can
define test purposes with the help a SDL-simulator. Guidistepwise simulation of
the system one can construct a sequence of interest.

Based on the SDL specification the tool can automaticallypieta a set of test
purposes based on a state space exploration to achieverapgiveentage of system-
coverage. As in Autolink the coverage unit is an observalistep, i.e. a sequence of
events connecting two states in which the only possibl@astare an input stimuli or a
timeout of an internal timer (so called stable states). Agagpose corresponds to such
an observational step which again correspond to one or masiy blocks, i.e. blocks of
SDL instructions without branching. It is the same apprdaeln the one from Autolink
and hence there is the same problem with nondeterminisiiFs2el5.

In addition to depth-first and supertrace algorithms TesiQaser d&ers a breadth-
first search to traverse the reachability graph. To narr@starch it is possible to ex-
clude parts of the SDL specification (like transitions, @®ses or whole blocks) from
the state exploration. To automatically generate postesnihich bring the SUT back
to a suitable idle-state, TestComposer allows to manuafind boolean expressions
that signalizes such idle states and therefore allow alsé@ak to them. Test purposes
are automatically partitioned into preamble, test body postamble. Observer pro-
cesses can also be used as abstract test purposes. Theylavaod be transformed
into MSCs like in Autofocus. Such an observer can be useduneppaths of the state
space or generate reports when a given condition holds.

A test purpose does not have to cover a complete sequencsaf/able events, it
can be incomplete (respectively abstract). TestCompasapuates the missing events
needed to bind the specified ones together. There can be nays/tar complete the
abstract sequence which allows an abstract test purposstailoe the set of all possible
completions. This is especially useful when the order afigig does not matter which
is a common situation whenfeirent communication channels are involved.

To generate test cases, paths in the SDL specification hawe fraund which cor-
respond to the test purposes. Here come the TGV algorithtm®peration which per-
form also the postamble computation.

Tool Interfaces

SDL specifications serve as inputs. An API (Application Pamgming Language) al-
lows the user to construct interfaces with arbitrary test#jration languages. A mod-
ule for TTCN is already included.
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Summary

TestComposer is very similar to Autolink. Some of the corapige results of [SEGQ0]
will be addressed in 13.3.

13.2.15 Autolink

Introduction

Autolink [KGHS98, SEGO00] is a test generation tool that has been dpedlat the
Institute for Telematics in libeck and is based on the former work of the SaMsTaG
project [GSDH97]. It has been integrated in (added to) the fé®l environment of
Telelogic in 1997.

Autolink has been used extensively within the Europeancbetenunications Stan-
dards Institute (ETSI) for the production of the conformauest suite for the ETSI
standard of the Intelligent Network Protocol (INAP) CapiypiSet 2 (CS-2).

Attention has been given to the production of readable dfpUCN) — the result-
ing test suite is not something that is just to be given to aN) compiler to produce
an executable test program, it is also to be meant to be arfgettabuman apprehen-
sion.

Test Generation Process

Autolink uses test purposes to guide the test generatiarepso It does this by explor-
ing the state space of the specification. These test purpasebe written by hand,
obtained by simulation, or generated fully automaticalllye automatic generation of
test purposes is based on state space exploration, whededtséve criterion is to get
a large structuratoverageof the specification. Each time a part of the specification is
entered that has not been covered by a previous test puigpossy one is generated.
The basic unit of coverage is a single symbol of the spedificafo avoid generating
many identical test cases, larger sequences of coveratgethai lead from one stable
state to another are examined. A stable state is a state ahwhe system either waits
for a new stimulus from its environment or the expiration dfraer. Such sequences
are called observation steps. Each automatically geretesépurpose contains at least
one observation step. In most cases, an observation stiejlésca stimulus from the
tester and one or more responses from the SUT.

Due to non-determinism, a single observation step canspored to multiple parts
of the specification, i.e. one cannot be sure that an obsenvatep indeed tests the
intended part of the specification. Schmitt et al. claim thatcomputation of Unique
InpuyOutput sequences would solve this problem, but that in jmedtis most of the
time not necessary to prove that a test includes UIO seqa¢B8&&500] .

To explore the state space, both depth-first and supertigodtams are fered.
The user can also provide a path from the initial state to atgmm which automatic
exploration is done. Also other strateglesuristics are implemented.

Autolink also allows test generation using observer preegsThe observer process
runs in parallel with the specification, and has access tintdinal elements of the
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specification. This seems similar to the power of the tesppses in STG. However,
the observer process has first to be transformed to a set clagesequence charts,
because Autolink requires (complete) Message Sequenaes@biatest purposes.

Autolink can also generate test cases from only test pugpesewithout specifica-
tion. Schmitt et al. mention that this can be beneficial, beeat is not always possible
to simulate a test purpose [SEGO00]. One reason for this duilthat the specification
is incomplete and only partial specifications are availahtel thus the behavior one
wants to test is not present in the (partial) specificatio®fS98]. We did not study
this in detail, but we are worried about the correctnessr@nass) of the resulting test
cases, because, how can you be sure that the tests that yeratgen this way will not
reject a correct implementation?

Once the test purposes are available, the test generationtfrem is divided in
three steps. In the first step the data structures for a ndvedss are initialized, the
test purpose is loaded, etc. In the second step the acttmlsgtace exploration is per-
formed, and a list ofonstraintss constructed. Constraints are definitions of data values
exchanged between the tester and the SUT,; one could saphésat definitions impose
constraints on, for example, values for message parambtgrse the name. Basically,
for each send and receive event in the test case a constittird generic name is cre-
ated. Usually, these generic names are not very informafiwerefore, a mechanism
has been added to Autolink to allow the user to control theingrand parameteri-
zation of these constraints via a configuration file in whiales can defined using a
special language. Finally, in the third step the data stirector the resulting test case
may be post processed, and identical constraints are mddgedlly, this greatly re-
duces the number of constraints, and this increases thabiigdof the generated test
suite.

Autolink supports a generic architecture for distributestérs. The user has to ex-
plicitly state synchronization points in the test purpagr which coordination mes-
sages can be generated automatically.

Schmitt et al. state that Autolink uses on-the-fly generatiche same way as TGV.

Tool Interfaces

Autolink accepts specifications in SDL. Test purposes ghbelprovided as Message
Sequence Charts. The resulting test suite is generated fortm of TTCN-2. The con-
straints (see above) are provided (generated) into sepides, which can be modified
by the user before the complete TTCN test suite is generated.

A TTCN compiler can then be used to translate the generat€eNTihto an exe-
cutable test program.

Summary

Autolink is an (industrial strength) test generator to gates (readable) TTCN test
suites from SDL specifications. The test suite generatioguided by test purposes
that can be supplied by the user, or also generated fullynzatioally. Unfortunately,

a theoretical underpinning of the algorithms used in Aatokvas not present in the
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papers we studied. Fortunately, it turned out to be possibleverse engineer the con-
formance relation definition for Autolink [Gog01]. Autokrhas been used in a number
of case studies.

13.3 Comparison

Many aspects can be addressed when comparing tools. Belomame just a few,
grouped by separating theoretical aspects from more pedcines.

e Theoretical aspects
— Are the test generation algorithms based on a sound theooy? dé these
theories relate to each other?
— Which error-detecting power can be achieved theoretically?
— What is the timgspace complexity of the underlying algorithms?
— Is the theory suited for compositional issues? Can modet®bgruently com-
posed?
— Is the theory suited for distributed issues? Is it possiblgénerate several
distributed testers or is only a monolithic one possible?
— How is data handled by the formalisms? Is the theory restiith simple sets
of actions or is there support for complsymbolic data, e.g. infinite domains?
How is this handled?
— Is there a notion of time? Is it possible to guarantee timestamts during the
test execution (which is necessary for real time systems)?
— Can it deal with non deterministic SUTs, or only with detamisiic ones?
e Practical aspects
— Which error-detecting power can be achieved practicallggcdudies)?
Is it only possible to generate test suites or also to exdhata on a real SUT?
How user-friendly is the tool? Is there a GUI facilitatingethsage? Are graph-
ical models used (e.g. UML)?
Which are the supported test case specifications?
How difficult is it to create a suitable input (e.g. defining test peg®)? Are
many parameters needed and does the tool help in settin@them
— Are the interfaces open or proprietary? Are widely acceptaddards used?
— To which operational environment is the tool restricted?

We will focus on two comparison approaches that we found énliterature:the-
oretical analysisand benchmarkingIn a theoretical analysis, one compares the test
generation algorithms implemented in the tools, and toededuce conclusions from
that. In benchmarking, one does a controlled experimemthich one actually uses the
tools to find errors, and tries to deduce conclusions from tha

Below we discuss each of the approaches in more detail. Idiioeission we will
mainly focus on theoretical and practical error-detectyogver. Regarding the other
aspects, we have tried to give as much information as pessitthe individual tool
descriptions.
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13.3.1 Theoretical Analysis

Goga analyses the theory underlying the tools TorX, TGVphok and PHACT [GogO1].
For PHACT, the theory underlying the Conformance Kit is gead; it implements a
UIO test generation algorithm. Goga maps the algorithmd irsthe tools onto a com-
mon theory in order to compare the conformance relationsstiiey use. To be able
to do so, he also constructs the conformance relation foolfakt Then, by compar-
ing their conformance relations, he can compare their -@letecting power. The rough
idea is that, the finer the distinction is that the conforneargtation can make, the more
subtle the dterences are that the tool can see, and thus, the betterdtsdetection
power is. For the details we refer to [Gog01].

The result of this comparison is the following (here we gyeaphrase [Gog01]).
TorX and TGV have the same error-detection power. Autolia& less detection power
because it implements a less subtle relation than the fics(ftw certain kinds of errors
TGV and TorX can detect an erroneous implementation andliélitoan not).UIO al-
gorithms (PHACT) have in practice less detection power thatolink, TGV and TorX.

In theory, if the assumptions hold on which UIOv is based ai khe same detection
power as the algorithms of the other three tools. These gssums are:

A) the specification FSM is connected

B) the specification FMS is minimal

C) the number of states of the implementation is less thamoalgo the number of
states of the specification.

Because in practice assumption C) rarely holds, we conc¢haten practice the three
other algorithms are in general more powerful than UIOv atgms.

These theoretical results coincide with the results obthinith the benchmarking
experiment discussed below.

Regarding the other theoretical aspects we have tried éoegivnuch information as
possible in the tool descriptions. Not all facts (espegiaefimplexity issues) are known
for every tool and some aspects are still actual researébstopxamples of the latter
are compositionality, complex data and real time issues.

13.3.2 Benchmarking

The benchmarking approach takes the view that, as the pfabE@udding is in the
eating, the comparison (testing) of the test tool is in sghiow successful they are at
finding errors. To make comparison easier, a controlled raxgat can be set up. In
such an experiment, a specification (formal or informal)risvizled, together with a
number of implementations. Some of the implementationscareect, others contain
errors. Each of the tools is then used to try to identify thrers@ous implementations.
Ideally, the persons doing the testing do not know which en@ntations are erroneous,
nor do they know details about the errors themselves. Al ekperience that they
have with the tools should be comparable (ideally, they khall be expert users, to
give each tool the best chance in succeeding).

In the literature we have found a few references to benchimgude similar experi-
ments.
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Other disciplines, for example model checking, have ct#l@over time a common
body of cases or examples, out of which most tool authors fhiek examples when
they publish results of their new or updated tools, suchttteit results can be compared
to those of others.

In (model-based) testing this is much less the case, in qarence. Often papers
about model-based testing tools do refer to case studieswlitim the tools, but usually
the case studies are one-time specific ones. Moreover, nfahg @xperiments done
for those cases cannot be consideredtrolledin the sense that one knows in advance
which SUTs are erroneous. This does make those experimemts nealistic — which
is no coincidence since often the experiments are done labmhtion with industry
— but at the same time it makes it hard to compare the restilisast with respect to
error-detecting power of the tools.

Of course, there are exceptions, where controlled modeddesting experiments
are conducted and the results are published. In some casesdkperiments are linked
with a particular application domain. For example, Lutess participated in a Feature
Interaction contest [dZ99].

Also idependent benchmarking experiments have been skkeithe “Conference
Protocol Benchmarking Experiment” [BF@9, HFT00, dBRS00] that we will dis-
cuss in more detail below. The implementations that aredeist such an experiment
are usually much simpler than those that one has to deal witlay-to-day real-life
testing — if only to limit the resources (e.g. time) neededdoduct or participate in the
experiment. There is not much one can do about that.

Conference Protocol Benchmarking Experiment The Conference Protocol Bench-
marking Experiment was set up to compare tools where it @oimtheir error-detecting
capability. For the experiment a relative simple confeegfobhat box) protocol was cho-
sen, and a (reference) implementation was made for it (haitttvC code). This im-
plementation was tested using “traditional means”, aftbictvit was assumed to be
correct (we will refer to this one as the correct implemeatafrom now on).

Then, The implementor of the correct version made 27 “mstaoitt it by intro-
ducing, by hand, small errors, such that each mutant cangagingle error that distin-
guishes it from the correct version. The errors that wem@ihiced fall in three groups.

The errors in the first group are introduced by removing a anogstatement that
writes an output message. Thieet of these errors is visible as soon as the (how
removed) statement is reached during program execution.

The errors in the second group are introduced by replacigdhdition in an inter-
nal check in the program by “true”. Thefect of these errors may not be immediately
visible.

The errors in the third group are introduced by removing #estant that updates the
internal state of the program. Thé&exct of these errors is not immediately visible, but
only when a part of the program is reached where the abserihe pfeceding internal
update makes a fierence. So, the error has to be triggered first by reachingdtie
where the internal update has been removed, and then thehag@o be made visible
by reaching a part of the program where the erroneous irtstate causes fierent
output behavior.
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Then, the informal description of the protocol, the souride implementation and
the mutants, and a number of formal specifications were maadkable via a web page.

Finally, several teams took a model-based testing toolalysuheir own, that they
mastered well), reused, or adapted a given specificationrate a new one, if nec-
essary, tried to devise test purposes, and tried to deted¢htlorrect implementations,
without knowing which errors had been introduced to makentbéants. To our knowl-
edge, this has been done with the following tools (and spatifin languages): TorX
(LOTOS, Promela); TGV (LOTOS); Autolink (SDL); KIPHACT (FSM). We will
briefly mention the results here; for the discussion of ttsellts we refer to the papers
in which the results have been published.

TorX and TGV With TorX and TGV all mutants have been deteftedith TorX
all mutants were found using the random walk testing styateg no test purposes
were used. With TGV it turned out to be pretty hard to come yph@nd) with the
right test purposes to detect all mutants; one mutant wasctdet by a test purpose
that was not hand written, but generated by a random walk ohalator. Elsewhere
it has been discussed why random walks dfeotive in protocol validation [Wes89] —
similar reasons apply to testing. For a comparison of randatk and other approaches
for testing see Section 10.5.

Autolink  With Autolink not all ioco-erroneous mutants were detected: it detected 22
mutants. Here, most likely, the lack of complete successthatb with the test pur-
poses that were hand Writ%rOnly after the experiment, the (inexperienced) user of
the tool learned of the possibility to let the simulator gate a set of test purposes fully
automatically, so unfortunately this feature has not beatuated.

Kit/PHACT With Kit/PHACT the fewest mutants (21) were detected. Here, no test
purposes were needed, but a test suite was automaticakyaged using the partition
tour strategy.

All test cases of the test suite were executed as one largke sinncatenated test
case, without resetting the implementation between iddii test cases. This actually
helped to detect errors. In some of the test cases an errdriggered in one test case,
without being detected there. However, some of the mutasnisamed an error that
made the synchronising sequence fail to do its job, whichk failed to bring the imple-
mentation to its initial state. As a result, it happened thath later, in a dferent test
case, the implementation responded erroneously as a ee@rssgiof the error triggered
much earlier.

Analysis of the mutants that were not detected showed thatdrcases, due to the
error, the mutant contained a state not present in the spaain. Such non-detected
errors are typical for the partition tour method used by PHAEFTO00]. One other

" That is, all 25 mutants that could be detected with respect to the specifitiadibwas used.
It turned out that two mutants needed behavior outside the specificatiadetected. As a
consequence, these mutantsiam-conformant with respect to the specification used.

8 To be more precise, obtained by taking the traces of manual simulatioa spttification.
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mutant was not detected because the decoding function igltleecode to connect
to the SUT was not robust for incorrect input and thus thedgstution was aborted
by a “core dump”. The remaining undetected mutant was natdpbecause only the
explicitly specified transitions were tested. A PHACT tastesthat tests all transitions
(which is a possibility with PHACT) would probably detectd¢imutant.

Conclusions with respect to the Benchmarking ApproachPerforming a controlled

benchmarking experiment allows comparison of testingstediere it counts: in their

error-detecting capability. However, doing a fair compani is dificult, because it can

be hard to find experimenters that have comparable experigitic the tools and spec-
ification languages involved. As a consequence, the alesotumparison results should
be taken with a grain of salt.

Such benchmarking can also provide information about sdmgher practical as-
pects that we listed. For example, the experimenters in thigeCence Protocol Bench-
marking Experiment also gave estimations of the amountw# thvested by humans to
develop specifications and test purposes, versus the cemputtime needed to gener-
ate and execute the tests [BF9, dBRS00]. Such estimations give some idea of the
(relative) ease with which errors can be found with the respetools.

13.4 Summary

System vendors focus more and more on the quality of a systst@ad of increasing
functionality. Testing is the most viable and widely usecht@que to improve several
quality aspects, accompanying the entire developmené @fc product. Motivated by
the success of model-based software development and s&dfiapproaches, model-
based testing has recently drawn attention of both theaypaactice.

System development tools reflect this tendency in many waeysmatic model-
based generation of test suites has incipiently found itsinta practice. TestComposer
and Autolink are the dominating design tools in the SDL comityu The UTP serves
the need for test support within UML-based software devalept, and Microsoft's
AsmL is another example for theffert major companies make to benefit from the
existing theory.

But whatever theory is chosen as a basis, non of them can thelidominating
problem of system complexity. Even simple behavioral metike FSMs or LTSs can
generally not be specified or exploited exhaustively. Irt #ense testing is always a
David vs. Goliath struggle, even when pragmatical appresefere chosen.

Nevertheless it is worth theffert of improving the theory w.r.t. practicability. Fur-
thermore there are system criteria which are not treatésfaetorily yet, like real-time
constraints or symbolic data, e.qg. infinite data domains.

Although automatic testing is still in the fledgling stagesan already be exerted
successfully to improve the quality of real world systemstier research is needed to
improve and ease its application. It is a promising field vwtfermal methods find their
way into practice.



